THE UNIVERSITY OF

W MEMPHIS

Information Technology Services

AnyConnect

Mac

umTech

100 Administration Bldg., Memphis, TN 38152
Phone: 901.678.8888

Email: umtech@memphis.edu

umTech Website



mailto:dekohn@memphis.edu
https://www.memphis.edu/umtech

MEMPHIS

These instructions are for installing the AnyConnect Virtual Private Network
(VPN) Client on a Macintosh and using it to connect to the University of
Memphis network. You must be logged into your computer or laptop as an
Administrator to install the AnyConnect VPN client.

1. Goto and log in using your UUID
and password (the same password you use for umMail and all other
campus resources).

2. Next, sign in with SSO. Singe Sign On - the same username and
password you log into myMemphis.) A) Enter your UUID, B) Enter the
password associated with your UUID, and C) Click Login.

eo0e Cisco AnyConnect Login

MEMPHIS

Login to vpn.memphis.edu

> Forgot your username?

> Reset your password?

> Initialize your account?

> Need help?

3. Authenticate with DUO.
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4. Agree to policy, click Continue.

You are accessing the University of Memphis VPN.
Unauthorized use is strictly prohibited! By clicking
Continue, | agree to adhere to the policy for
Acceptable Use of Information Technology Resources.
University Policy No.: UM6003

| Cancel

| Continue |

5. Click the arrow to Install VPN Client in the left navigation bar.
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7. The web-based installation should automatically install. If the Web-
based installation was unsuccessful, you can manually install Cisco
AnyConnect Secure Mobility. Click on the provided link for Mac OS to
download the AnyConnect installer.

Download & Install

8. Double-click to run the AnyConnect VPN installer package after it has
downloaded.

anyconnect-
macos-4.8.0...deploy-k9.pkg

umTech | Page 3



Information Technology Services

9. Alternately you can also Go to VPN install site:
(https://netweb.memphis.edu/vpn). Select the MAC OS version to
download and install.

Cisco AnyConnect Client 4.9

Release Notes for Cisco AnyConnect Secure Mobility Client, Release 4.9

Cisco AnyConnect Secure Mobility Client Adminstration Guide, Release 4.9

|[Filename |ILink Release |[Install Notes
/AnyConnect Client Software for Windows 7, 8, 8.1,
& 10 - Microsoft Installer
/AnyConnect Client Software for macOS 10.13 -
10.15,11.2

‘Pyconncct-win-tt.9A06037-prcdcpmyﬂ (4.9.06037|MSI Installer for VPN Only

hyconncct-macos-tt.‘) 06037-predeploy-k9 [14.9.06037|[Deselect ALL options except for VPN in Installer

/AnyConnect Client Software for Linux CentOS / L
RedHat 7/8 & Debian/Ubuntu 18.04, 19.04,20.04  |lanyconnect-linux64-4.9.06037-predeploy-k9 (4.9.06037||Run shell script 'vpn_install.sh' inside the VPN folder!

(LTS) (64-bit only)
|[AnyConnect Client Software for Apple I0S [AnyConnect for I0S [4.9.05043
|[AnyConnect Client Software for Android [AnyConnect for Android 4.9.06039
I|AnyC0nnect Client Software for Chrome \AnyConnect for Chrome 14.0.10159

AnyConnect VPN Client Troubleshooting Guide - Common Problems

10. Once the installer has downloaded, double-click to run the
AnyConnect VPN installer dmg package.

—
anyconnect-

macos-...-k9.dmg
44.4 MB

11. Double-click the DMG to install.

N
cisco

-

AnyConnect Secure Mobility Client
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12. Click Continue and follow the on-screen directions for
installation.

Welcome to the AnyConnect Secure Mobility Client Installer
Introduction You will be guided through the steps necessary to install this
software.
ol l Il I I
Cisco
Continue
13. Click Continue to Agree with the Software License Agreement.
[ ) & Install AnyConnect Secure Mobility Client [

Software License Agreement

Cisco End User License Agreement
Introduction

IMPORTANT: PLEASE READ THIS END USER LICENSE AGREEMENT
License CAREFULLY. DOWNLOADING, INSTALLING OR USING CISCO OR
CISCO-SUPPLIED SOFTWARE CONSTITUTES ACCEPTANCE OF THIS
AGREEMENT.

CISCO SYSTEMS, INC. OR ITS SUBSIDIARY LICENSING THE
SOFTWARE INSTEAD OF CISCO SYSTEMS, INC. ("CISCO") IS WILLING
TO LICENSE ITS SOFTWARE TO YOU ONLY UPON THE CONDITION
THAT YOU ACCEPT ALL OF THE TERMS CONTAINED IN THIS END
USER LICENSE AGREEMENT PLUS ANY ADDITIONAL LIMITATIONS
ON THE LICENSE SET FORTH IN A SUPPLEMENTAL LICENSE
AGREEMENT ACCOMPANYING THE PRODUCT (COLLECTIVELY THE
"AGREEMENT"). TO THE EXTENT OF ANY CONFLICT BETWEEN THE
TERMS OF THIS END USER LICENSE AGREEMENT AND ANY
SUPPLEMENTAL LICENSE AGREEMENT, THE SUPPLEMENTAL
LICENSE AGREEMENT SHALL APPLY. BY DOWNLOADING,
INSTALLING, OR USING THE SOFTWARE, YOU ARE BINDING
YOURSELF AND THE BUSINESS ENTITY THAT YOU REPRESENT

ol l Il I I (COLLECTIVELY, "CUSTOMER") TO THE AGREEMENT. IF YOU DO NOT
AGREE TO ALL OF THE TERMS OF THE AGREEMENT, THEN CISCO IS

CISCO UNWILLING TO LICENSE THE SOFTWARE TO YOU AND (A) YOU MAY

Print... Save... Go Back Continue
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Click Agree.

& Install AnyConnect Secure Mobility Client

Inty

Del
Ins
Ins

Summary

Nmie
CISCO

Read License

To continue installing the software you must agree to the terms of
the software license agreement.

Click Agree to continue or click Disagree to cancel the installation and r
Lic quit the Installer.

wr

Disagree Agree

NG

THAT YOU ACCEPT ALL OF THE TERMS CONTAINED IN THIS END
USER LICENSE AGREEMENT PLUS ANY ADDITIONAL LIMITATIONS
ON THE LICENSE SET FORTH IN A SUPPLEMENTAL LICENSE
AGREEMENT ACCOMPANYING THE PRODUCT (COLLECTIVELY THE
"AGREEMENT"). TO THE EXTENT OF ANY CONFLICT BETWEEN THE
TERMS OF THIS END USER LICENSE AGREEMENT AND ANY
SUPPLEMENTAL LICENSE AGREEMENT, THE SUPPLEMENTAL
LICENSE AGREEMENT SHALL APPLY. BY DOWNLOADING,
INSTALLING, OR USING THE SOFTWARE, YOU ARE BINDING
YOURSELF AND THE BUSINESS ENTITY THAT YOU REPRESENT

(COLLECTIVELY, "CUSTOMER") TO THE AGREEMENT. IF YOU DO NOT

AGREE TO ALL OF THE TERMS OF THE AGREEMENT, THEN CISCO IS
UNWILLING TO LICENSE THE SOFTWARE TO YOU AND (A) YOU MAY

Print... Save... Go Back

Continue

15.

Introduction
License
Destination Select

® Installation Type

dtlran]n
CISCO

@ Install AnyConnect Secure Mobility Client [a]

A

Custom Install on “DasHausVonHubie"

Package Name Action Size
el Install 38.8 MB
v W b Security Install 3.4MB
AMP Enabler Install 1.2MB
Dfagnostics and Reporting Tool Install 7MB
Pdsture Install 53.4 MB
ISE Posture Install 4.2 MB
NEtwork Visibility Install 8.2MB
Unbrella Roaming Security Install 7.3MB

Space Required: 123.4 MB Remaining: 446.49 GB

Installs the WebSecurity module that enables cloud scanning of web
content to protect against malware and enforce acceptable use policies

via the ScanSafe cloud proxies.
Go BaCk

A) Uncheck the following boxes, B) Click Continue.

Note: You must uncheck these boxes, if not you will need to uninstall
AnyConnect and reinstall.
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16. A) Make sure the VPN is the only box checked, B) Click
Continue.

[ ] & Install AnyConnect Secure Mobility Client a

Custom Install on “DasHausVonHubie"

Package Name Action Size
odsEtion Install 388M8
License
Destination Select AMP Enabler

. Diagnostics and Reporting Tool
® |nstallation Type
Posture
ISE Posture
Network Visibility
Umbrella Roaming Security
Space Required: 38.8 MB Remaining: 446.57 GB
i

cisco

Q=
Note: If VPN is greyed out, you have already installed VPN.

17. Click Install.

O @ Install AnyConnect Secure Mobility Client B8
Standard Install on “DasHausVonHubie"

ratuetion This will take 38.8 MB of space on your computer.

License Click Install to perform a standard installation of this software

Destination Select on the disk “DasHausVonHubie".

® |Installation Type

atfran]n,
CISCO

Change Install Location...

Go Back Install

| S "
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18. Enter your computer's administrative name and password and

click Install Software.

Username:

Password:

Cancel

Installer is trying to install new software. Type
your password to allow this.

Install Software

19. Wait while AnyConnect VPN installs.

Introduction
License
Destination Select

Installation Type Validating packages...
Installation

Nmie
CISCO

Installing AnyConnect Secure Mobility Client
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Enable your Cisco extensions by clicking Open Preferences.

’} Attention Required

Cisco Sy Ex ion Blocked:

Your system requires you to enable the Cisco AnyConnect System
Extension in your System Preferences in order to leverage the full
extent of AnyConnect capabilities. Some AnyConnect functions will
not operate correctly until the "Cisco" System Extension is enabled.

Please enable the Sy ion in your Sy Preferences ->
Security & Privacy pane.

Alogin passmerd has been set for this cser  Charcs

9 Reaure passwond 6 secorcs [ afer siees o scresn saver baging

Alow your Apgie Watch 10 urkock your Mac

Aiow aces dowmicaced f-om

SO

[L] Cock the 'ock 10 make changes.

Open Preferences

21.

Click Allow to enable the System extension.

[ < HHH Security & Privacy

(L CEIN FileVault — Firewall  Privacy

A login password has been set for this user Change Password...

v Require password ~ after sleep or screen saver begins

Show a message when the screen is locked Set Lock Message...

Allow apps downloaded from:

System software from developer “Cisco"” was blocked from loading.

EE Click the lock to prevent further changes
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23.

When the installation is completed successfully, click Close.

Introduction
License
Destination Select
Installation Type
Installation

Summary

NI
CISCO

<=

The installation was completed successfully.

The installation was successful.

The software was installed.

Close

When the program is completely installed you will see a Cisco
folder in your Applications folder.

Bl= o

23

Cisco AnyConnect
Secure...ility Client

&
<

oo

" Cisco

L5 v

o

Uninstall
AnyConnect
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24. You may get a message asking you to restart your computer.
’j. System Extension Enabled

Cisco AnyConnect Secure Mobility System Extension successfully enabled.

In order for the changes to take effect, you must restart your computer.

Dismiss

Note: Be sure before launching the Cisco AnyConnect that you have
closed all browsers and completely quit them. You can make a shortcut to
AnyConnect by dragging the Application icon to your dock.

Next, Launch the application by double clicking.

25. When you launch the program for the first time, you will be
asked to enter the VPN address (vpn.memphis.edu). Click Connect.
® ® Secﬁzyhﬁl:oc:)?lz:j%tlient '|c|||s.é|oh

| VPN:

By accessing and using The University of Memphis IT

‘vpnmemphis,edu a Connect

26. Next, sign in with SSO. A) Enter your UUID, enter the password
associated with your UUID, and B) Click Login.

o000 Cisco AnyConnect Login

MEMPHIS.

Login to vpn.memphis.edu

> Forgot your username?

> Reset your password?

> Initialize your account?

> Need help?

/e read and agree to the terms a
Resources Policy (UM1535]
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27. Authenticate with DUO.

28. You will be prompted to enter your UUID and password. Click
Accept.

Cisco AnyConnect - Banner

You are accessing the University of Memphis VPN. Unauthorized use is
strictly prohibited!

By clicking Continue, | agre% to adhere to the policy for Acceptable Use
of Information Technology Resources.

University Policy No.: UM6003

Disconnect

27. When you successfully connect to the VPN, the yellow lock VPN
icon will appear in your desktop toolbar. Once you have successfully
connected, you may now launch your browsers.

&8 we < Fri 11:37 AM
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28. You will remain connected to the VPN until you disconnect.
Turn off your machine. To disconnect, click Disconnect.

P AnyConnect Nmm
Secure Mobility Client CISco

;O; VPN:
Connected to vpn.memphis.edu.
T ——

Disconnect

Note: Please always disconnect from the UofM campus network once you
are done.
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Locating Help Resources

umTech offers technical support and resources to faculty, staff,
and students. Assistance can be found through any of the
support services below:

Submitting a Service Request
Login URL: Click here to access our service desk ticketing system. After
logging in, choose the appropriate form to request services.

Contact the ITS Service Desk — 901.678.8888 any day of the
week! (Excluding Some Holidays)

ITS Service Desk Walk-In hours (Admin Building Room 100):
Monday - Friday 8:00 am - 4:30 pm

The ITS Service Desk Call Center hours:
Monday - Friday 8:00 am - 8:00 pm
Saturday 10:00 am - 2:00 pm
Sunday 1:00 pm - 5:00 pm

Contact the Service Desk for assistance with technical login problems or
issues. Voicemail services will handle ALL incoming calls after hours. If you
require assistance after 8:00 pm, please leave a message or submit a
service request.

Voice messages will be checked regularly and will receive a priority response
the following business day. You may also email umTech at
umtech@memphis.edu. (Note: Using this email will automatically generate
a service request.)

Important Links

Explore the umTech Website
Search the Solutions Page
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