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THE UNIVERSITY OF MEMPHIS 
BOARD OF TRUSTEES 

 
MINUTES OF THE AUDIT COMMITTEE 

DECEMBER 7, 2017 
Jackson, TN 

 
The Audit Committee of The University of Memphis Board of Trustees met at 11:30 a.m. CDT, on 
Thursday, December 7, 2017, on the Lambuth campus of the University of Memphis in Jackson, 
Tennessee.  

 
I. CALL TO ORDER  
 

Co-Chair Susan Springfield called the meeting to order.  
 
II. ROLL CALL AND DECLARATION OF QUORUM 
 

Melanie Murry, Legal Counsel and Acting Secretary of the Board, called the roll, and confirmed 
the following Audit Committee members were present, either in person or via telephone:  

 
  Trustee Douglas Edwards* 
  Trustee Alan Graf*  
  Trustee Cato Johnson*  
  Trustee Carol Roberts* 
  Trustee Susan Springfield*  
 
 *Voting members 
 

Secretary Murry announced the presence of a quorum. Trustee Schaffzin, administrative staff 
and members of the media were also in attendance.  

 
III. APPROVAL OF MINUTES – OCTOBER 4, 2017 
 

Trustee Graf made the motion to approve the minutes.  The motion was properly seconded.  
There being no discussion, a roll call vote was taken and the motion carried with unanimous 
approval of the committee. 
 

IV. CHIEF AUDIT EXECUTIVE 
 

Trustee Springfield turned the meeting over to President Rudd to discuss the Chief Auditor 
Position.  Dr. Rudd indicated that he discussed the nomination of Ms. Vicki Deaton to the 
position and Ms. Deaton has accepted. Acting Secretary Murry stated that, “because the auditor 
reports to the Board of Trustees and to the Audit Committee, the appointment has to be 
approved by the Audit Committee.”  A motion to approve the appointment of Ms. Deaton to the 
position of Chief Auditor was made by Trustee Graf and properly seconded. A roll call vote was 
taken and the motion carried with unanimous approval of the committee. 
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V. SUMMARY OF INVESTIGATIONS COMPLETED 
 

Trustee Springfield turned the meeting over to Ms. Deaton in order that she discuss the 
summary of investigations.  
 
Ms. Deaton recognized two members of the Audit staff, Jesse Pierce who is the Senior IT 
Security Auditor and Paul Goganalus who is the Senior Internal Auditor.  
 
Ms. Deaton directed the committee’s attention to the spreadsheet summarizing the 
investigations for the second quarter, fiscal year 2018.  There were seven reports of possible 
fraud, waste or abuse, noncompliance with law or conflict of interest received by the Office of 
Internal Audit during this quarter. Additionally, there are two attorney/client privilege 
investigations that were requested by the Office of Legal Counsel. Of the nine reports, three 
were incomplete as of the time information was turned in. All are now substantially complete 
and reports will be issued on these investigations in the near future.    
 

VI. FRAUD, WASTE AND ABUSE INVESTIGATION BENCHMARKING 
 

Trustee Springfield turned the meeting over to Ms. Deaton in order that she discuss the fraud, 
waste and abuse benchmarking.  
 
The Audit Committee has expressed interest in obtaining additional information about the 
UofM’s fraud, waste and abuse reporting: number of reports and actions taken by the UofM to 
advertise the reporting process. Internal Audit contacted the locally governed institutions and 
UT system across the state to collect 2017 fraud, waste or abuse reporting information. The 
number of reports for University of Memphis were comparable and not unusual as compared to 
other institutions. Trustee Springfield indicated that she believes the prevalence of reporting by 
the UofM was higher and illustrated that faculty, staff and students were taking the process 
seriously.  
 
The UofM promotes reporting of fraud, waste and abuse via the President’s email to all faculty 
and staff each semester stressing the responsibility of employees to report activities that may 
be of concern, Tennessee Comptroller of the Treasury hotline posters are posted on campus in 
various locations, Internal Audit meets with student and university groups and distributes a 
brochure which is also posted on the Internal Audit website, reporting form for electronic 
submission located on the Internal Audit website.  In the future, Internal Audit will work with 
the new employee orientation through Human Resources. Ms. Deaton reported that most 
reports are made anonymously. 
 

 
VII. AUDIT ISSUE FOLLOW UP 
 

Trustee Springfield as Ms. Deaton to discuss audit issue follow-ups.  Issues related to the Center 
for Earthquake Research and Information (CERI) – financial and compliance audit issue. FY 2017 
issues were minor (based on current rating system) and are all substantially complete. Two 
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issues related to travel claims and processing, one relates to effort reporting, one relates to 
controls over alternative work arrangements and one relates to a potential conflict of interest.  
The action plans related to travel will include education and revision of purchase order and 
monitoring procedures.  The other three issues have been addressed and are considered 
complete. 

 
VIII. IT SECURITY RISKS 
 

Trustee Springfield recognized CIO Dr. Robert Jackson to discuss IT security.   
 
Dr. Jackson thanked the Board of Trustees for the opportunity to discuss the security program 
and related issues.  The security program consists of people, policies, guidelines and 
technologies that protect the University. Dr. Jackson indicated that today’s report is an overview 
and that he would be available to report on more specific technical details on sensitive topics in 
an appropriate future meeting.  According to privacyrights.org, 6% of all breaches in security 
take place in higher education.  There were nine million records affected at more than 350 
institutions since 2010. These are pretty high numbers when you consider the implications of 
breached records. This is important because of the responsibility for personal information, 
research data and statutory requirements by the institution. Cyber criminals are aware that 
higher education is more poorly funded for security technology and prevention than a Fortune 
500 company. Examples of breaches involving higher education included research records, voter 
records, course records and applicant records that included social security numbers. 
 
Universities are responsible for a vast array of data including personal information, research 
data and the UofM is subject to statutory requirements.  There are actual costs for remediation 
of breached records as well as reputational risks that are considered when making decisions 
related to cyber security.  The vectors that impact higher education include:  openness, 
decentralization, consumerization, phishing, malware, social engineering, cloud services and 
aging technologies. With regard to openness, institutions of higher education are required a 
certain amount of openness to support the teaching and research mission of the organization. A 
result of decentralization results in not all software or technologies used on our campus are 
approved for use on campus by ITS. The UofM’s approach to security includes shared 
responsibility and all are to be trained to protect the information technology infrastructure.  
Additional challenges include:  new technologies brought to campus at the beginning of the 
semester, expectations that IT will assist with high end technology, increased use of non-
sanctioned cloud services (click through agreements), and aging technologies. Ease of use of 
non-sanctioned cloud based services have resulted in increased use of these products on 
campus. Aging technologies are often no longer supported by the vendors which leave the 
UofM’s resources vulnerable. 
 
UofM is defining appropriate level IT Security Risk and is managing the process through 
patching, a change management process, and on-site server maintenance.  A question was 
asked as to whether the University patches on its own or waits for the business to advise to 
patch.  Dr. Jackson explained that there are two levels of patching and the University sets the 
schedule for server patching.  Another clarifying question was raised as to whether the servers 
are connected to the state and Dr. Jackson explained that the University is not.  Information 
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Technology Services (ITS) has implemented a layered system of security controls keeping in 
mind that there must be a balance between the “need to protect” and the “need to conduct 
business.” Our goal is to build a sustainable IT security program while balancing these needs. Dr. 
Jackson discussed recent security accomplishments and emphasized close collaboration with:  
faculty, students, administrative offices, Internal Audit, the Office of Legal Counsel, the Office of 
the Controller and Police Services. Representatives from the division are meeting with academic 
and administrative units providing information and explaining the security program. A question 
was asked as to why all individuals are not required to take the training.  Dr. Jackson explained 
that there is a tiered approach to those required to take the training. For example, all IT staff are 
required based on their access and others who have access to the Banner system have required 
training.  Trustee Springfield suggest that there may be opportunities to provide differing levels 
of training depending on role at the university. 
 
Recent strategies to improve security include annual security awareness training, promotion of 
the use of multifactor security authentication across campus and targeting of specific 
departments (ex. Human Resources, Payroll and Alumni) that have access to sensitive data to 
provide more information about the IT security program and encourage buy-in. Additional next 
steps include continued investment in the Information Security Program and third-party audits 
of IT risk and information security program to identify gaps and opportunities for improvement.  
 
Dr. Jackson indicates that he welcomes feedback and suggestions from the Committee. 
 
 

IX. ADDITIONAL COMMITTEE BUSINESS 
 

No additional business. 
 
X. ADJOURNMENT 
 

Chair Roberts adjourned the Audit Committee Meeting at 11:35 am CDT.  
 

XI. EXECUTIVE SESSION 
 

Board of Trustees convened in Executive Session. 
 
       
      Respectfully Submitted,  

        
                 Jeanine H. Rakow 

Coordinator of the Board Office 







Report to the Audit Committee of the Board of Trustees 
 

The University of Memphis Audit Committee 
Report 

For Information 
 
 
Date:  March 7, 2018 
 
Committee:  Audit Committee 
 
Report Title:  Summary of Audit Reports Issued 3rd Quarter FY2018 
 
Presented by: Vicki D. Deaton, Chief Audit Executive 
 
Background: 
The Department of Biological Sciences Financial and Compliance Audit was completed and a report was 
issued this quarter.  The audit report opinion was Effective with the Opportunity for Improvement.  
Eleven minor and moderate rated issues were identified, and management action plans were 
developed for each.   
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Report to the Audit Committee of the Board of Trustees 
 

The University of Memphis Audit Committee 
Report 

For Information 
 
 
Date:  March 7, 2018 
 
Committee:  Audit Committee 
 
Report Title:  External Audit Report 3rd Quarter FY2018 
 
Presented by: Vicki D. Deaton, Chief Audit Executive 
 
Background: 
The University is subject to external audits, program reviews, and similar activities by various agencies 
and other organizations. According to Policy UM1646 Notification of External Audits and Reviews, it is 
the responsibility of the primary contact person for the program or activity being reviewed to notify 
Internal Audit of an external audit or review as early in the process as possible.  After the audit or review 
is complete, the primary contact will usually receive notice of the results in writing. The primary contact 
(or designee) should forward a copy of the results to Internal Audit.  The responsibility for Internal Audit 
under this policy includes reporting occurrences of external reviews and audits to the Audit Committee, 
Division of State Audit and others as the circumstances may dictate.   
 
This quarter, Internal Audit received an Independent Accountants’ Report on the Application of Agreed-
Upon Procedures to the University of Memphis’ Intercollegiate Athletics Program Statement of 
Revenues and Expenses.  The Agreed-Upon Procedures evaluated compliance with the National 
Collegiate Athletic Association (NCAA) Bylaw 3.2.4.15 for the year ended June 30, 2017, and was 
performed by the Tennessee Comptroller of the Treasury’s Division of State Audit.   
 
No opinion was expressed on compliance with NCAA requirements, but there were no exceptions noted 
with the procedures performed.    
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Report to the Audit Committee of the Board of Trustees 
 

The University of Memphis Audit Committee 
Report 

For Information 
 
 
Date:  March 7, 2018 
 
Committee:  Audit Committee 
 
Report Title:  Summary of Investigations 3rd Quarter FY2018 
 
Presented by: Vicki D. Deaton, Chief Audit Executive 
 
Background: 
Three reports of fraud, waste, or abuse, noncompliance with law, or conflict of interest were received by 
the Office of Internal Audit and Consulting this quarter.  Two of the allegation reports received were 
investigated and resulted in reports issued by Internal Audit.  One allegation report is under 
investigation, and one investigation initiated in the 2nd quarter of FY2018 was completed this quarter.   
 
Attached is a summarized list of reports received by the UOM Office of Internal Audit and Consulting, 
with additional information regarding investigations completed by Internal Audit.    
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Report to the Audit Committee of the Board of Trustees 
 

The University of Memphis Audit Committee 
Report 

For Information 
 
 
Date:  March 7, 2018 
 
Committee:  Audit Committee 
 
Report Title:  Center for Information Assurance Financial and Compliance Audit Issue Follow Up 
 
Presented by: Vicki D. Deaton, Chief Audit Executive 
 
Background: 
Attached is a summarized list of audit issues that were evaluated for completion this quarter.  These are 
minor issues that have been substantially resolved.   
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Presentation to the Audit Committee of the Board of Trustees 
 

The University of Memphis Audit Committee 
Presentation 

For Information 
 
 
Date:  March 7, 2018 
 
Committee:  Audit Committee 
 
Presentation Title:  FY2018 Audit Plan Update 
 
Presented by:   Vicki D. Deaton, Chief Audit Executive 
 
Background:  
Over 5,300 staff hours were originally budgeted for completion of the FY2018 Audit Plan.  Including staff 
hours this fiscal year to date and staff hours expected through fiscal year end, we will have about 75% of 
the hours originally budgeted to complete the FY2018 audit plan.  Attached is a comparison of FY2018 
budgeted hours allocated by audit activity to FY2018 to date actual hours allocated by audit activity.    
 
 
 
 



 

Type of Activity 

FY2018 
Budgeted Audit 
Plan Allocation 

FY2018 To Date 
Actual Audit 

Allocation 
Audits 78% 41% 
Follow Up of Audit Issues 3% 12% 
Investigations 10% 19% 
Consulting/Advisory Role 10% 11% 
Audit Committee Administration 0% 6% 
General Administration 0% 10% 
  100.0% 100% 

 
List of Audits Completed in FY2018 
Center for Information Assurance Financial & Compliance Audit 
School of Public Health Financial & Compliance Audit  
Department of Biological Sciences Financial & Compliance Audit 
FY2017 Audit of President's Expenses 
State Audit FY2017 Year End Work 

 
Due to the reduction of time spent on audits and the shortage of staff hours, the following FY2018 
planned audits have not been completed as of this date.    
 

List of Outstanding FY2018 Audits 
Intermodal Freight Transportation Institute (IFTI) Financial & Compliance Audit 
Center for Applied Earth Science and Engineering Research (CAESER) Financial & Compliance Audit 
Sponsored Research Disclosure of Financial Interest Policy Compliance 
Animal Care Facilities (Financial & Research Compliance) 
Athletics - Team Travel Expenses Audit 
NACHA FY2018 Audit 
Disaster Recovery Audit 
State Audit FY2018 Year End Work 

 
List of Outstanding FY2018 Co-Sourced Audits 
Compliance Audit Title IX 
Compliance Audit Clery Act 
Procurement-Contractors Compliance Audit PO Terms and Conditions 
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