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For Approval
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THE UNIVERSITY OF MEMPHIS 
 BOARD OF TRUSTEES 

AUDIT COMMITTEE MEETING MINUTES 
AUGUST 25, 2021 

 

 

The Audit Committee of the University of Memphis Board of Trustees met on Wednesday, August 25, 

2021, in-person and virtually using the video conferencing system Zoom. 

 

I. CALL TO ORRDER AND OPENING REMARKS 

Trustee Springfield called the meeting to order.  

Trustee Springfield expressed her appreciation to the members of the community joining online, 

 the trustees that were present in-person and virtually, and the University of Memphis 

 administration that were in attendance.  

Trustee Springfield stated one of the reasons the University has had success is because of 

 the focus on the student first. Trustee Springfield stated the continued improvement of the 

 governance and controls is important to maintain the physical outcomes at the University.  

II. ROLL CALL 

 

Trustee Springfield recognized Board Secretary Melanie Murry. 

Secretary Murry called the roll. The following Trustees were present: 

Trustee Graf (attended virtually via Zoom and verified he was alone and could hear Secretary 

 Murry) 

Trustee Roberts 

Trustee Johnson 

Trustee Riley 

Trustee Edwards 

Trustee Springfield 

Secretary Murry announced the presence of a quorum.  

Additional Trustees: 

Secretary Murry acknowledged Trustee Kemme’s attendance after the discussion of the Audit 

 Committee charter.  

III. APPROVAL OF MEETING MINUTES FOR JUNE 2, 2021 
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Trustee Springfield called for a motion to approve the meeting minutes from June 2, 2021. The 

motion was made by Trustee Johnson and properly seconded. Trustee Springfield asked was 

there any discussion or edits to the minutes, none were provided.   

 

A roll call vote was taken and unanimously approved.  

 

IV. SUMMARY OF AUDIT REPORTS ISSUED 

 

Trustee Springfield recognized Chief Audit Executive, Vicki Deaton to present agenda items four 

(4) through seven (7). 

 

Ms. Deaton presented the summary of audit reports issued. Ms. Deaton stated that the Cash 

Balances Audit Report and Inventory Observation Audit Report are completed at the end of each 

fiscal year to provide assurance and audit services for the Division of State Audit. There were no 

issues with the Cash Balances Audit Report or Inventory Observation Audit Report. The Payment 

Card Industry Data Security Standards (PCI DSS) was a compliance audit and Ms. Deaton showed 

the results.  

 

There were no questions for Ms. Deaton, so she proceeded to the next agenda item.  

 

V. SUMMARY OF INTERNAL INVESTIGATIONS 

 

Ms. Deaton presented the summary of internal investigations. The investigation summary 

covers the fiscal year 2021. Ms. Deaton stated the summary provides information about the 

investigations, the results, and if there were recommendations.  

  

VI. FISCAL YEAR 2021 INTERNAL AUDIT AND CONSULTING YEAR-END REPORT 

 

Ms. Deaton presented the Internal Audit and Consulting year-end report. Ms. Deaton stated this 

report is presented annually at each fall quarterly meeting. Ms. Deaton stated that included in 

the materials was the report for fiscal year 2021. Ms. Deaton referenced the Audit Committee 

Charter which states that the committee must review the results with the Chief Audit Executive. 

Ms.  Deaton discussed what is included in the year-end report, such as: 

 

• Where audit resources are used 

• Number of recommendations 

• How the recommendations are being implemented by management 

 Ms. Deaton discussed the audit hours by functional areas. Ms. Deaton discussed the issues and 

 recommendations that were made from some of the audit reports. Ms. Deaton stated the 

 University does have externally identified issues. Ms. Deaton stated that Internal Audit and 

 Consulting requests copies of project reports (audits, assessments, reviews) completed by 

 external auditors and assessors on the University’s campus. Ms. Deaton stated she distributes 

 those reports to the different stakeholders. Ms. Deaton stated that many of the reports  have 

 corrective action plans that have been filed with the governing agencies.  
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 Ms. Deaton explained that many of the issues included in this year’s report did not have a 

 completion date that has passed yet, which causes the number for the “total issues 

 corrected by management to date” to be low.  

 Ms. Deaton presented the investigation summary for fiscal year 2021, which showed the 

 number of reports the Compliant Triage Team received, the number of reports that were 

 assigned to Internal Audit and Consulting, and the number of investigation memos that were 

 issued.  

Ms. Deaton did not have any questions about the report and therefore proceeded to the next 

agenda item.  

 

VII. ANNUAL REVIEW OF AUDIT COMMITTEE CHARTER 

 

Ms. Deaton presented the annual review of the Audit Committee Charter. Ms. Deaton discussed 

what the audit committee charter states, which is the Audit Committee must annually review 

and assess the adequacy of the charter, and if there are any changes that need to be made, 

those proposed changes must be presented to the Board. Ms. Deaton provided in the meeting 

materials the most recent copy of the Audit Committee Charter and asked the committee 

members if they have any proposed changes that need to be made to the charter.  

 

Trustee Springfield asked Secretary Murry if a vote needed to take place. Secretary Murry 

responded by saying that a vote was not needed if there are no changes.  

 

Trustee Springfield asked if there were any suggested changes to the audit charter, none were 

provided.  

 

Secretary Murry asked if she could make a recommendation. Secretary Murry recommended 

having a small group from the Audit Committee to work with Ms. Deaton and the 

representatives from the Complaint Triage Team to review the Audit Charter and present the 

recommendations to the committee, instead of having each individual board member review.  

Secretary Murry stated she would like the group to maybe present recommendations at the 

December or March Board of Trustees meeting.  

 

Ms. Deaton mentioned that she discussed the Audit Committee Charter with the external 

auditor recently. Ms. Deaton stated that if changes are proposed, the committee has to 

remember there are guidelines set by the Tennessee Comptroller.  The University’ current 

charter has been reviewed and approved by the Comptroller.    

 

Trustee Springfield asked if the committee had any question or comments.  

 

Chairman Edwards commented that the current charter gives the committee flexibility on how 

the University approaches the audit function and wants to possibly discuss further. Chairman 

Edwards commented that he does not see a reason to change the Audit Committee Charter. 
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Secretary Murry responded to Chairman Edwards comment by saying that the Comptroller’s 

review is to make sure the charter aligns with the statue.   

 

VIII. COMPLIANCE UPDATE 

 Trustee Springfield recognized Director of Institutional Equity and Chief Compliance Officer, 

 Tiffany Baker Cox. Ms. Cox presented the compliance update. Ms. Cox stated that the 

 Complaint Triage Team does not have any open complaints. Ms. Cox stated that since the 

 previous Board meeting in June the Compliance Triage Team received one (1) complaint, which 

 is now closed.  

 Ms. Cox stated that the Office of Institutional Equity has created a new compliance portal. Ms. 

 Cox stated that the portal is not ready to be launched yet and is being finalized. Ms. Cox stated 

 the goal of the portal is to provide faculty and staff a centralized place to locate information 

 related to compliance. Ms. Cox discussed that the compliance council meetings will move to 

 quarterly meetings starting in September and the meeting dates will be posted on the 

 compliance portal.  

 Ms. Cox stated the compliance assessments will being in fall 2021. Ms. Cox referenced her 

 discussion at the previous audit committee meeting regarding the five (5) areas that will be 

 assessed. Ms. Cox expressed her appreciation to Ms. Vicki Deaton for assisting the Office of 

 Institutional Equity with structuring the compliance assessment process. Ms. Cox stated that she 

 hopes to present the compliance portal at the next board meeting.  

 Ms. Cox concluded her presentation.  

 Trustee Springfield commented that she thinks that it would be good to see the compliance 

 portal. Trustee Springfield asked if there were any questions or comments, none were provided.  

IX. INFORMATION SECURITY PROGRAM UPDATE 

 

Trustee Springfield recognized Chief Information Officer, Dr. Robert Jackson. Dr. Jackson 

presented the information security program update and opened with the current status. Dr. 

Jackson stated that endpoint security is working effectively, and Information Technology 

Services is working with the vendor to monitor the endpoints, and he stated no major issues 

have been detected. Dr. Jackson discussed the enhancements made to the password reset. Dr. 

Jackson stated people can now provide their personal email addresses to receive a code rather 

than answering security questions. Dr. Jackson discussed the completion of the external security 

assessment. Dr. Jackson stated that the external assessment was an evaluation of the 

University’s tactical controls and compliance with the NIST SP 800-171 standards and guidelines. 

Dr. Jackson stated that NIST SP 800-171 is required for certain federal engagements and 

research opportunities. Dr. Jackson stated he and Ms. Deaton along with her team collaborated 

last year on the external assessment. To move forward in a more formal manner Dr. Jackson 

stated he and Dr. Jasbir Dhaliwal’s office collaborated to address those concerns and those 

concerns have been completed. Dr. Jackson stated the external assessment is a follow-up to an 

assessment completed in 2017. Dr. Jackson stated significant changes were made, and the 

University received a favorable report. Dr. Jackson stated action plans will be developed from a 
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few items on the external assessment and the appropriate government structures will be 

consulted. Dr. Jackson stated that the governance conversations have already begun with 

Faculty Senate and the Academic Support Committee and more formal agenda item discussions 

will occur in those meetings during September.  

 

Dr. Jackson discussed the graph of the suspicious email account deactivations. Dr. Jackson 

stated the graph shows the efforts that were made and because of those efforts, there 

continues to be a decrease in the email accounts Information Technology Services has to 

deactivate because of suspicious behavior. Dr. Jackson expressed his appreciation for everyone’s 

support with the implementation of additional controls that had to be put in place. Dr. Jackson 

stated proactive detection of suspicious activity is identifying fewer items that Information 

Technology Services needs to act on. Dr. Jackson discussed the IT Security Engagements 

summary of the last four (4) quarters that Information Technology Services was asked to 

investigate due to items being reported. Dr. Jackson stated that there have been four (4) to six 

(6) items over the last four (4) quarters but were no major increases to issues that needed to be 

handled by Information Technology Services. Dr. Jackson stated the security team has been 

focusing on implementing additional products and projects around campus.  

 

 Dr. Jackson discussed the next steps of information security program such as: 

 

• Continued work with the governance structures on the end-point security controls and 

the academic community along with the researchers on expanding the security controls. 

• The implementation of network access controls which would prevent inappropriate 

devices from accessing the University’s network.  

• Expansion of the University’s encryption, which is one of the recommendations in the 

external assessment.  

• Moving to address concerns about administrative privileges. 

• The move toward acquiring the Security Awareness Training portal which supports 

internal phishing. Dr. Jackson stated this was another recommendation for best practice 

and he stated discussions will also occur with the appropriate governing committees. Dr. 

Jackson discussed the look of the portal and the access to data reporting and analytics. 

• Following through on NIST SP 800-171 report and continue to support Dr. Jasbir 

Dhaliwal’s and the researchers’ efforts along with those in the Office of Sponsored 

Programs. Dr. Jackson stated Information Technology Services are going to assist 

researchers who are looking to acquire federal grants and create formal processes. 

• Begin working toward CMMC certification which is a five (5) level certification that 

opens doors to more federal research grants. Dr. Jackson stated that because of the 

completion of NIST SP 800-171 in its early stages the University is on its way to being in 

compliance with some of the lower levels of CMMC. 

• Continue with the U.S. Department of Education’s expectations to adopt the NIST SP 

800-171 to secure and protect data and doing this gives the University leverage in that 

area. 

 Dr. Jackson concluded his presentation.  
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 Trustee Springfield asked if there were any questions, none were provided. Trustee Springfield 

 expressed her appreciation to all the presenters and the work they are doing for the University. 

X. ADDITIONAL BUSINESS 

 

No additional business. 

 

Dr. Rudd expressed his appreciation to the Board and Trustee North for pushing the security 

issue for the University last 4 to 5 years. Dr. Rudd stated that the University has taken steps to 

that have been well placed and timed to protect the University.  

 

XI. ADJOURNEMT 

Trustee Springfield adjourned the meeting to executive session 

December 2021 Audit Committee ... 3. Approval of Meeting Minutes for A... Page 9 of 97





4. Summary of Audit Reports Issued
Presentation
Presented by Vicki Deaton



The University of Memphis Board of Trustees 
 

Presentation 

For Information 

 

Date:   December 8, 2021   

 

Committee:   Audit Committee  

 

Presentation:   Summary of Audit Reports Issued  

 

Presented by:   Vicki D. Deaton, Chief Audit Executive  

 

 

Background:  

 

One consulting report and three audit reports were issued since the last meeting. Summarized 
information is included in the attached table.   
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Name of Audit Report
Date of Audit 

Report

Audit Engagement 

Report Opinion
Observations

Minor Issues - 

Addressed 

Verbally

Minor Issues Moderate Issues Major Issues

Recommendations 

for Consideration by 

University 

Management

Issues Outstanding 

from Prior Audit

Center for Innovative 

Teaching and Learning 

Financial and 

Compliance Audit 

Report

9/16/2021

Effective with the 

Opportunity for 

Improvement

0 4 4 1 0 0 0

Controls over Changes 

to Vendor Electronic 

Information "Limited 

Official Use Only" 

Consulting Project 

Report

10/29/2021 NA 3 0 0 0 0 1 0

University Libraries 

Financial and 

Compliance Audit 

Report

11/18/2021

Insufficient and 

Requires 

Improvement

0 2 7 2 0 0 0

Audit of President's 

Expenses Report
11/29/2021 Effective  0 0 0 0 0 0 0
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5. Summary of Audit Issue  Follow-up
Presentation
Presented by Vicki Deaton



The University of Memphis Board of Trustees 
 

Presentation 

For Information 

 

 

Date:   December 8, 2021   

 

Committee:   Audit Committee  

 

Presentation:   Summary of Audit Issue Follow Up 

 

Presented by:   Vicki D. Deaton, Chief Audit Executive  

 

Background:  

 

Attached is a summarized list of audit issues from the NIST SP 800-171 Compliance Readiness 

Assessment and the Contract Monitoring Controls Audit that were evaluated for completion this 

quarter.   
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Action Plan 

Estimated 

Completion Date Name of Audit

Date of Audit 

Report

Audit 

Engagement 

Opinion Issue # Issue Description Issue Rating 

Party Responsible 

for Action Plan 

Completion

Current Status (as 

of November, 

2021)

6/30/2021

NIST SP 800-171 

Compliance Readiness 

Assessment - Limited 

Official Use Only 

6/30/2020

Insufficient and 

Requires 

Improvement

NIST 2
Noncompliance with NIST 

Security Requirements

Moderate = 

Insufficient and 

Requires 

Improvement

Robert Jackson, 

Chief Information 

Officer & Jasbir 

Dhaliwal, Executive 

Vice President for 

Research and 

Innovation

Complete

11/30/2020
Contract Monitoring 

Controls Audit
11/11/2020

Effective with 

Opportunity for 

Improvement

Contract 

Monitoring 1

Noncompliance with State 

Requirement for Contract 

Monitoring Plan Retention

Moderate = 

Insufficient and 

Requires 

Improvement

Nick Pappas, 

Executive Director, 

Procurement and 

Contract Services

Complete

6/30/2021
Contract Monitoring 

Controls Audit
11/11/2020

Effective with 

Opportunity for 

Improvement

Contract 

Monitoring 2

Insufficient Controls-No 

Contract Routing Form

Minor = Effective 

with Opportunity 

for Improvement

Nick Pappas, 

Executive Director, 

Procurement and 

Contract Services

Complete

1/31/2021
Contract Monitoring 

Controls Audit
11/11/2020

Effective with 

Opportunity for 

Improvement

Contract 

Monitoring 3

Insufficient Controls-

Designated Contract 

Monitor

Minor = Effective 

with Opportunity 

for Improvement

Nick Pappas, 

Executive Director, 

Procurement and 

Contract Services

Complete

6/30/2021
Contract Monitoring 

Controls Audit
11/11/2020

Effective with 

Opportunity for 

Improvement

Contract 

Monitoring 4

Insufficient Controls-

Contract Monitoring Plans 

Not Completed and 

Retained

Minor = Effective 

with Opportunity 

for Improvement

Nick Pappas, 

Executive Director, 

Procurement and 

Contract Services

Complete

6/30/2021
Contract Monitoring 

Controls Audit
11/11/2020

Effective with 

Opportunity for 

Improvement

Contract 

Monitoring 5

Noncompliance with Policy 

Requirement for Contract 

Monitoring Provision in 

Contracts

Minor = Effective 

with Opportunity 

for Improvement

Nick Pappas, 

Executive Director, 

Procurement and 

Contract Services

Partially Complete 

- New Action Plan 

in Development

6/30/2021
Contract Monitoring 

Controls Audit
11/11/2020

Effective with 

Opportunity for 

Improvement

Contract 

Monitoring 6

Noncompliance with Policy 

Requirement for Right to 

Audit Clause in Contracts

Minor = Effective 

with Opportunity 

for Improvement

Nick Pappas, 

Executive Director, 

Procurement and 

Contract Services

Partially Complete 

- New Action Plan 

in Development
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6. External Audit Report - University of
Memphis Research Foundation Financial
Statements, 6/30/2021
Presentation
Presented by Vicki Deaton



The University of Memphis Board of Trustees 
 

Presentation 

For Information 

 

Date:   December 8, 2021   

 

Committee:   Audit Committee  

 

Presentation:   External Audit Report - University of Memphis Research Foundation Financial 

Statements, June 30, 2021 

 

Presented by:   Vicki D. Deaton, Chief Audit Executive  

 

 

Background:  

 

On September 30, 2021, the University of Memphis Research Foundation Financial Statements, June 30, 
2021, were issued.  The financial statements are presented for your information according to the 
responsibilities for Internal Audit under UofM Policy GE2016 Notification of External Audits and Reviews, 
which includes reporting occurrences of external reviews and audits to the Audit Committee, Division of 
State Audit and others as the circumstances may dictate.   

From the Audit Report’s Management Discussion and Analysis: The Foundation is a nonprofit 
corporation established on June 16, 2006, to develop and administer sponsored research and other 
sponsored projects conducted by the faculty and staff of the University.  In addition, the UMRF may seek 
and hold patents and copyrights, negotiate, and administer licenses, and collect and distribute royalties 
on behalf of the University.  As of June 30, 2021, 42 patents had been assigned to the UMRF by the 
University.  The UMRF’s Board of Directors approves the annual operating budget for the UMRF’s 
administrative expenses.  Budgets for sponsored projects are administered by the University.  The UMRF 
utilizes University facilities and personnel to perform sponsored projects and for operating the UMRF.  
The UMRF reimbursed the University quarterly for expenses incurred on behalf of the UMRF.  The UMRF 
is an affiliate of the University of Memphis.     

The UMRF’s financial report incorporates the financial statements and activities of the UMRF’s wholly-
owned subsidiary, UMRF Ventures, Inc. as a discretely presented component unit.  UMRF Ventures was 
incorporated in 2017 with the mission to create good paying, part-time jobs for UofM students in a 
professional on-campus environment, and to provide the students with financial resources, relevant job 
experience, and potential pathways to future full-time employment.  As UMRF Ventures enters its fifth 
fiscal year, it employs more than 230 students and has a monthly payroll in excess of $350,000.   
 
The UMRF will continue to explore opportunities to support the advancement of research excellence 
and the expansion of research infrastructure at the University. The strategic focus will be on technology 
licensing and equity holdings in subsidiary ventures as the primary means for generating funds. 
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The UMRF engaged an independent external CPA firm, Fouts and Morgan, PC, to perform an audit of the 
financial statements of the business-type activities and discretely presented component unit of the 
UMRF.  The independent auditor’s opinion stated that the financial statements present fairly, in all 
material respects, the respective financial position of the business-type activities and the aggregate 
discretely presented component unit of the UMRF as of June 30, 2021, and the respective changes in 
financial position and, where applicable, cash flows thereof for the year then ended in accordance with 
accounting principles generally accepted in the United States of America.   
 
The auditors did not identify any deficiencies in internal control that would be considered material 
weaknesses during their limited consideration of internal control over financial reporting.  Also, they did 
not identify any instances of noncompliance with certain provisions of laws, regulations, contracts, grant 
agreements, or other matters that are required to be reported under Government Auditing Standards.     
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7. External Audit Report - The Herff Trust
Financial Statements, 6/30/2021
Presentation
Presented by Vicki Deaton



The University of Memphis Board of Trustees 
 

Presentation 

For Information 

 

Date:   December 8, 2021   

Committee:   Audit Committee  

Presentation:   External Audit Report – The Herff Trust Financial Statements, June 30, 2021 

Presented by:   Vicki D. Deaton, Chief Audit Executive  

 

Background:  

 

On September 30, 2021, The Herff Trust Financial Statements, June 30, 2021, were issued.  The financial 
statements are presented in accordance with the responsibilities for Internal Audit under UofM Policy 
GE2016 Notification of External Audits and Reviews, which includes reporting occurrences of external 
reviews and audits to the Audit Committee, Division of State Audit and others as the circumstances may 
dictate.   

In 1964, Herbert Herff and his wife donated the money to establish the Herff College of Engineering at 
the University of Memphis.  In 1965, Herbert Herff and Gov. Frank Clement entered into an agreement 
for Mr. Herff to provide $350,000 for the benefit of the University under the terms and provisions of the 
Last Will and Testament of Herbert Herff.  When he died in 1966, Herbert Herff left the bulk of his estate 
in trust with the State of Tennessee for the benefit of the University of Memphis.   

According to terms of the trust agreement, a Committee ("Trustees") would be established to "manage 
and control" the bequest.  The funds of the trust were to be used for the benefit of the School of Law 
and School of Engineering at the University, and such other uses as the committee may decide.  The 
Trustees exercise financial oversight of Trust assets. An Investment Management Consultant advises the 
Trustees on investment selection and asset allocation. The business affairs of the Trust are managed by 
the University. The Trust has no employees.  The Herbert Herff Trust was formed exclusively for the 
benefit of the University of Memphis.  The Herff Trust is a component unit of the University of Memphis.   

The Trustees intend to continue to support the University to maintain and expand its programs, by 
prudently managing the investments of the Trust. All support will be in accordance with the original 
agreement with Mr. Herff. 
 
The Herff Trust engaged an independent external CPA firm, Fouts and Morgan, PC, to perform an audit 
of the financial statements of the Herff Trust.  The independent auditor’s opinion stated that the 
financial statements present fairly, in all material respects, the financial position of the Herff Trust as of 
June 30, 2021, and the changes in its financial position and cash flows for the year then ended in 
accordance with accounting principles generally accepted in the United States of America.   

The auditors did not identify any deficiencies in internal control that would be considered material 
weaknesses during their limited consideration of internal control over financial reporting.  Also, they did 
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not identify any instances of noncompliance with certain provisions of laws, regulations, contracts, grant 
agreements, or other matters that are required to be reported under Government Auditing Standards.   
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THE HERFF TRUST 

FINANCIAL STATEMENTS 

JUNE 30, 2021 
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To the Board of Trustees 
The Herff Trust 
Memphis, Tennessee 

INDEPENDENT AUDITOR’S REPORT

Report on the Financial Statements 
We have audited the accompanying financial statements of The Herff Trust (a component unit of The 
University of Memphis), as of and for the year ended June 30, 2021, and the related notes to the financial 
statements, which collectively comprise The Herff Trust's basic financial statements as listed in the table of 
contents.  

Management’s Responsibility for the Financial Statements 
Management is responsible for the preparation and fair presentation of these financial statements in 
accordance with accounting principles generally accepted in the United States of America; this includes the 
design, implementation, and maintenance of internal control relevant to the preparation and fair presentation 
of financial statements that are free from material misstatement, whether due to fraud or error. 

Auditor’s Responsibility 
Our responsibility is to express an opinion on these financial statements based on our audit. We conducted 
our audit in accordance with auditing standards generally accepted in the United States of America and the 
standards applicable to financial audits contained in Government Auditing Standards, issued by the 
Comptroller General of the United States. Those standards require that we plan and perform the audit to 
obtain reasonable assurance about whether the financial statements are free from material misstatement. 

An audit involves performing procedures to obtain audit evidence about the amounts and disclosures in the 
financial statements. The procedures selected depend on the auditor’s judgment, including the assessment 
of the risks of material misstatement of the financial statements, whether due to fraud or error. In making 
those risk assessments, the auditor considers internal control relevant to the entity’s preparation and fair 
presentation of the financial statements in order to design audit procedures that are appropriate in the 
circumstances, but not for the purpose of expressing an opinion on the effectiveness of the entity’s internal 
control. Accordingly, we express no such opinion. An audit also includes evaluating the appropriateness of 
accounting policies used and the reasonableness of significant accounting estimates made by management, 
as well as evaluating the overall presentation of the financial statements. 

We believe that the audit evidence we have obtained is sufficient and appropriate to provide a basis for our 
audit opinion. 

Opinion 
In our opinion, the financial statements referred to above present fairly, in all material respects, the financial 
position of The Herff Trust, as of June 30, 2021, and the changes in its financial position and cash flows for 
the year then ended in accordance with accounting principles generally accepted in the United States of 
America. 
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Other Matters 
Required Supplementary Information  
Accounting principles generally accepted in the United States of America require that the management’s 
discussion and analysis on pages 3 and 4 be presented to supplement the basic financial statements. Such 
information, although not a part of the basic financial statements, is required by the Governmental 
Accounting Standards Board, who considers it to be an essential part of financial reporting for placing the 
basic financial statements in an appropriate operational, economic, or historical context. We have applied 
certain limited procedures to the required supplementary information in accordance with auditing standards 
generally accepted in the United States of America, which consisted of inquiries of management about the 
methods of preparing the information and comparing the information for consistency with management’s 
responses to our inquiries, the basic financial statements, and other knowledge we obtained during our audit 
of the basic financial statements. We do not express an opinion or provide any assurance on the information 
because the limited procedures do not provide us with sufficient evidence to express an opinion or provide 
any assurance. 

Other Information 
Our audit was conducted for the purpose of forming opinions on the financial statements that collectively 
comprise The Herff Trust’s basic financial statements. The accompanying roster of the Board of Directors 
and Management Officials is presented for purposes of additional analysis and are not a required part of the 
basic financial statements.  

The roster of the Board of Directors and Management Officials has not been subjected to the auditing 
procedures applied in the audit of the basic financial statements and, accordingly, we do not express an 
opinion or provide any assurance on them. 

Other Reporting Required by Government Auditing Standards 
In accordance with Government Auditing Standards, we have also issued our report dated September 30, 
2021, on our consideration of The Herff Trust's internal control over financial reporting and on our tests of its 
compliance with certain provisions of laws, regulations, contracts, and grant agreements and other matters. 
The purpose of that report is solely to describe the scope of our testing of internal control over financial 
reporting and compliance and the results of that testing, and not to provide an opinion on the effectiveness of 
The Herff Trust’s internal control over financial reporting or on compliance. That report is an integral part of 
an audit performed in accordance with Government Auditing Standards in considering The Herff Trust’s 
internal control over financial reporting and compliance.  

FOUTS & MORGAN 
Certified Public Accountants 

Memphis, Tennessee 
September 30, 2021 
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THE HERFF TRUST 

MANAGEMENT’S DISCUSSION AND ANALYSIS 
JUNE 30, 2021 

4 

Management Discussion and Analysis for the Herff Trust 
The following Management's Discussion and Analysis, or MD&A, provides an overview of the financial 
position and the results of operations of The Herff Trust (the "Trust") for the year ended June 30, 2021. We 
encourage you to read this MD&A section in conjunction with the accompanying audited financial statements 
and notes to the financial statements. 

About the Financial Statements 
As a component unit of The University of Memphis (the "University"), the Trust has implemented the 
governmental accounting standards for state and local governments and for public colleges and universities. 
Because the Trust is not supported by governmental tax revenues, the Trust presents its financial reports in 
a single column "business-type activity" format appropriate for college and university enterprise funds. 

In addition to this MD&A section, the financial statements consist of a statement of net position, a statement 
of revenues, expenses, and changes in net position, a statement of cash flows, and notes to the financial 
statements. 

The statement of net position is the Trust's balance sheet. It reflects the total assets, liabilities, and net 
position (similar to net equity) of the Trust as of June 30, 2021. Liabilities due within one year, and assets 
available to pay those liabilities, are classified as current. Other assets and liabilities are classified as non-
current.  Net position is to be used for University of Memphis support. 

The statement of revenues, expenses, and changes in net position is similar to an income statement. It 
details how net position has increased during the year ended June 30, 2021. 

The statement of cash flows details how cash has decreased during the year. It breaks out the sources and 
uses of Trust cash into operating and investing activities.  Cash flows associated with the Trust's net assets 
result from investment income and related investment activities. 

The notes to the financial statements provide additional details on the amounts reported in the financial 
statements. 

General 
In 1965 Herbert Herff and Gov. Frank Clement entered into an agreement for Mr. Herff to provide $350,000 
for the benefit of the University under the terms and provisions of the Last Will and Testament of Herbert 
Herff.  According to terms of the agreement a Committee (“Trustees”) would be established to “manage and 
control” the bequest. The funds of the trust were to be used for benefit of the School of Law and School of 
Engineering at the University of Memphis, and such other uses as the committee may decide. 

The Trustees exercise financial oversight of Trust assets. An Investment Management Consultant advises 
the Trustees on investment selection and asset allocation. The business affairs of the Trust are managed by 
the University. The Trust has no employees.  
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THE HERFF TRUST 

MANAGEMENT’S DISCUSSION AND ANALYSIS - Continued 
JUNE 30, 2021 
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Statement of Net Position 

Current assets include cash and the current portion of a note receivable and other income receivable from 
related party transactions (Note E).  

At June 30, 2021, funds held by an investment broker on behalf of the Trust totaled $28,849,266. Of this 
amount, $27,685,102 represents investments at fair value and $1,164,124 represents deposits with banks 
affiliated with the broker. 

A summary of the major components of the net position of the Trust as of June 30, 2021 is as follows: 

Current Assets 1,752,327$           
Other Assets 29,044,506  

Total Assets 30,796,833$         

Current Liabilities 76,492$                

Net Position
Unrestricted 30,720,341$         

Statement of Revenues, Expenses, and Changes in Net Position 

A summary of the statement of revenue, expenses, and changes in net position for the year ended June 30, 
2021 is as follows: 

Net investment income 5,232,621$           
Other income 465,168    
Student scholarships & other expenses (918,353)   

Change in net position 4,779,436$           

The Statement of Cash Flows 

In 2021, the cash receipts and expenses during the year primarily relate to investment activity - purchase, 
sale and investment income and expenses.  Besides these, student scholarships paid to the University is the 
primary outflow.  

Future 
The Trust will continue to support the University to maintain and expand its programs, by prudently 
managing the investments of the Trust.  All support will be in accordance with the original agreement with 
Mr. Herff. 
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THE HERFF TRUST 

STATEMENT OF NET POSITION 
JUNE 30, 2021 

See accompanying notes to the financial statements. 
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Current Assets
Cash and cash equivalents 1,164,124$       
Note receivable - related party 123,035
Other receivable - University of Memphis 465,168

Total current assets 1,752,327       

Other Assets
Investments 28,823,328$     
Note receivable - related party 221,178            

29,044,506     

Total Assets 30,796,833$     

Current Liabilities
Due to University of Memphis 76,492$            

Net Position
Unrestricted 30,720,341     

Total Liabilities and Net Position 30,796,833$     

ASSETS

LIABILITIES AND NET POSITION

December 2021 Audit Committee ... 7. External Audit Report - The Herff Tr... Page 57 of 97



THE HERFF TRUST 

STATEMENT OF REVENUES, EXPENSES AND CHANGES IN NET POSITION 
FOR THE YEAR ENDED JUNE 30, 2021 

See accompanying notes to the financial statements. 
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Revenue
Investment income 5,371,232$          

Less:  Investment expenses (138,611)              
Net investment income 5,232,621            

Other income - University of Memphis 465,168

Total Revenue 5,697,789            

Expenses
Program Expenses

Student scholarships 910,053 
Management and general 

Professional fees 8,300 

Total Expenses 918,353 

Change in Net Position 4,779,436            

Net Position, Beginning of Year 25,940,905          

Net Position, End of Year 30,720,341$        
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THE HERFF TRUST 

STATEMENT OF CASH FLOWS 
FOR THE YEAR ENDED JUNE 30, 2021 

See accompanying notes to the financial statements. 
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Cash Flows From Operating Activities
Investment income received 529,688$            
Professional fees (8,300) 
Investment fees (138,611)             
Cash paid for scholarships (1,027,030)          

Net cash used in operating activities (644,253)             

Cash Flows From Investing Activities
Purchases of investments (33,206,725)        
Sales of investments 34,132,759         
Investment maturities 229,652              
Repayments on note receivable -  related party 114,960              

Net cash provided by investing activities 1,270,646           

Change in cash and cash equivalents 626,393              

Cash and cash equivalents at beginning of year 537,731              

Cash and cash equivalents at end of year 1,164,124$         

Reconciliation of change in net position to net cash 
provided by operating activities:

Change in net position 4,779,436$         
Adjustments to reconcile operating income (loss) to net cash

provided by (used for) operating activities:
Net realized and unrealized loss on investments (4,842,694)          
Decrease in accrued interest included in note receivable 1,150 
Changes in operating assets and liabilities
Increase (decrease) in operating assets:

Other receivable - University of Memphis (465,168)             
Increase (decrease) in operating liabilities:

Due to University of Memphis (116,977)             

Net cash provided by operating activities (644,253)$           
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Note A - Summary of Significant Accounting Policies 

Organization and Activities 

The Herbert Herff Trust (the “Trust”) was formed exclusively for the benefit of The University of Memphis.  In 
1964 Herbert Herff and his wife, Minnie G. Herff, donated the money to establish the Herff College of 
Engineering at the University of Memphis. When he died in 1966, Herbert Herff left the bulk of his estate in 
trust with the State of Tennessee for the benefit of the University. More than forty years later, the Trust 
continues to help sustain and expand University programs.  

Financial Reporting Entity 

In determining the financial reporting entity, the Trust complies with the provisions of the Governmental 
Accounting Standards Board (GASB) No. 14, The Financial Reporting Entity.  Based on this standard, the 
Trust was determined to be a component unit of the University of Memphis ("The University"), as it was 
created solely for the purpose of providing benefits to The University.  

Basis of Presentation 

As a component unit of The University, the financial statements of the Trust have been prepared in 
accordance with accounting principles generally accepted in the United States of America for public colleges 
and universities, as prescribed by (GASB). 

Basis of Accounting 

For financial statement purposes, the Trust is considered a special-purpose government engaged only in 
business-type activities.  Accordingly, the financial statements have been prepared using the economic 
resources measurement focus and the accrual basis of accounting.  Revenues are recorded when earned, 
and expenses are recorded when a liability is incurred, regardless of the timing of related cash flows.   

Cash and Cash Equivalents 

For purposes of the statements of cash flows, all highly liquid investments purchased with initial maturities of 
three months or less are considered to be cash equivalents. 

Investment Securities 

The Trust carries investments at fair value in the statement of net position.  Investments are recorded on the 
trade-date basis.  Realized and unrealized gains and losses as well as investment expenses are included in 
the net investment income in the statement of revenues, expenses, and changes in net position. 

December 2021 Audit Committee ... 7. External Audit Report - The Herff Tr... Page 60 of 97



NOTES CONTINUED 
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Note A - Summary of Significant Accounting Policies - Continued 

Fair Value Measurements 

Accounting standards define fair value as the price that would be received to sell an asset or paid to transfer 
a liability in an orderly transaction between market participants at the measurement date and establish the 
framework for a fair value hierarchy. The fair value hierarchy gives the highest priority to observable inputs 
such as quoted prices in active markets for identical assets or liabilities (Level 1); the next highest priority to 
inputs (other than quoted prices within Level 1) such as quoted prices for similar assets or liabilities, quoted 
prices in inactive markets, or other inputs that can be corroborated by observable market data (Level 2); and 
the lowest priority to unobservable inputs (Level 3). Inputs are broadly defined as assumptions market 
participants would use in pricing an asset or liability. 

Use of Estimates 

Management uses estimates and assumptions in preparing financial statements in accordance with U.S. 
GAAP. Such estimates and assumptions affect the reported amounts of assets and liabilities, and revenues 
and expenses. Accordingly, actual results could differ from estimates. 

Note B - Deposits with Investment Broker 

Custodial credit risk is the risk that, in the event of institution failure, the Trust's deposits may not be 
returned. Balances held within cash accounts administered by its broker are covered by the Securities 
Investor Protection Corporation (SIPC) up to $250,000 per account. None of these accounts exceeded the 
SIPC coverage as of June 30, 2021. 

Note C - Investments  

One objective of the Trust's investment policy is to obtain a favorable absolute return with the preservation of 
purchasing power with some emphasis on long term growth. Another objective is to provide cash for 
distribution to The University in amounts approximating four to six percent of the portfolio's average market 
value.    

The Board of Trustees shall have responsibility for establishing overall financial objectives, setting 
investment policy, setting parameters for asset allocation, and selecting an Investment Management 
Consultant.  Domestic and international equities, both large and small capitalization, fixed income, cash 
equivalent securities and alternative investments in the form of diversified funds of funds, hedge funds, and 
limited partnership interests have been determined to be acceptable vehicles for investment. 

Custodial credit risk is the risk that, in the event of the failure of the counterparty to a transaction, the Trust 
will not be able to recover the value of investment securities that are in the possession of an outside party. 
The Trust does not have a policy for custodial credit risk for its investments.  The Trust utilizes an American 
multinational independent investment bank and financial services company for its custodial services and has 
no investment securities from a single issuer valued in excess of five percent of the total investment portfolio 
at June 30, 2021. 
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NOTES CONTINUED 
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Note D - Fair Value Measurements 

The following table presents the Trust’s financial assets measured at fair value on a recurring basis at June 
30, 2021: 

Fair
Value Level 1 Level 2 Level 3

Money market fund 1,513,000$           1,513,000$           -$        -$    
Exchange traded funds 24,607,435         24,607,435   
Alternative investments 1,564,667           -          -       1,564,667             
Limited partnership 1,138,226           -          -       1,138,226             

28,823,328$         26,120,435$         -$        2,702,893$           

Money market mutual fund:  Valued at the daily closing prices as reported by the fund.  The money market 
mutual fund held by the Trust is an open-ended mutual fund that is registered with the Securities and 
Exchange Commission (SEC).  This fund is required to publish its daily NAV and to transact at that price. 
The money market mutual fund held by the Trust is deemed to be actively traded. 

Alternative investments:  Held directly with the issuer, and valuation is derived from information provided by 
an external source.  The alternative investments are funds that invest in hedge funds. 

Limited partnership:  Valued using the capital balance as a practical expedient to determine the fair value. 
The limited partnership invests in land and timber. 

The following is a reconciliation of the beginning and ending balances of assets measured at fair value 
on a recurring basis using significant unobservable inputs (Level 3) for the year ended June 30, 2021: 

Real Estate
Investment Alternative Limited 

Trusts Investments Partnership

Balance, June 30, 2020 167,583$              1,323,150$           1,552,301$           
Unrealized gain (loss) - 241,517 (93,721)     
Capital distributions (167,583)         - (320,354) 

Balance, June 30, 2021 -$     1,564,667$     1,138,226$           
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Note E - Related Party Transactions 

The Trust was involved in the following transactions with organizations affiliated with The University during 
the period ending June 30, 2021: 

Scholarships disbursed for the benefit of University of Memphis students 910,053$              

Other income - University of Memphis 465,168$              

Other receivable - University of Memphis 465,168$              

Due to the University of Memphis 76,492$                

Note F - Note Receivable – Related Party 

Note receivable from UMRF Ventures, Inc., bearing interest at 4.0 percent, due in
quarterly payments beginning January 1, 2020 and maturing on December 31, 2023. 344,213$              

Less:  Current portion 123,035    

Related party receivable  - long term 221,178$              

Principal payments due from related party receivable for the next three years ending June 30 are as follows: 

2022 123,035$              
2023 124,482    
2024 96,696      

344,213$              

Interest income related to the above related party receivable for the year ended June 30, 2021 amounted to 
$15,372 from UMRF Ventures, Inc.  

Note G - Net Position 

All of the Trust's net position is to be used for the benefit of The University.  The Board of Trustees expects 
to expend approximately four to six percent of the investments' average market values over the previous 
three years in support of The University for student scholarships on an annual basis.  Other University 
support is determined at the discretion of the Board of Trustees. 

Note H - Other Income – University of Memphis 

Between 2008 and 2010 the Herff Trust provided $1,660,000 as a contribution towards the University’s 
portion of the Perkins Loan program. With the Perkins loan program winding down, there was a distribution 
of assets. The University’s share of $465,168 was released from the revolving fund. Since the original 
corpus was funded by the Herff Trust, this amount was returned to the Herff Trust and has been included in 
other income for the year ended June 30, 2021. 
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Note I - Other Matters 

On March 11, 2020, the World Health Organization declared the outbreak of a novel coronavirus (COVID-19) 
as a pandemic, which continues to spread throughout the United States. This has resulted in federal, state, 
and local governments and private entities mandating various restrictions, including restrictions on public 
gatherings, stay at home orders and advisories, and quarantining of people who may have been exposed to 
the virus. The Trust has implemented and continues to monitor risk mitigation tactics for its operations 
related to its transactions with customers, vendors, and others within and outside of the Company.  

Note J - Subsequent Events 

Management has evaluated subsequent events through September 30, 2021, the date the financial 
statements were available to be issued. 
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INDEPENDENT AUDITOR’S REPORT ON INTERNAL CONTROL 
OVER FINANCIAL REPORTING AND ON COMPLIANCE AND 

OTHER MATTERS BASED ON AN AUDIT OF FINANCIAL STATEMENTS 
PEFORMED IN ACCORDANCE WITH GOVERNMENT AUDITING STANDARDS 

To the Board of Trustees 
The Herff Trust 
Memphis, Tennessee 

We have audited, in accordance with the auditing standards generally accepted in the United States of 
America and the standards applicable to financial audits contained in Government Auditing Standards issued 
by the Comptroller General of the United States, the financial statements of The Herff Trust (a component 
unit of The University of Memphis), as of and for the year ended June 30, 2021, and the related notes to the 
financial statements, which collectively comprise The Herff Trust's basic financial statements, and have 
issued our report thereon dated September 30, 2021. 

Internal Control Over Financial Reporting  

In planning and performing our audit of the financial statements, we considered The Herff Trust’s internal 
control over financial reporting (internal control) as a basis for designing audit procedures that are 
appropriate in the circumstances for the purpose of expressing our opinion on the financial statements, but 
not for the purpose of expressing an opinion on the effectiveness of The Herff Trust’s internal control. 
Accordingly, we do not express an opinion on the effectiveness of The Herff Trust's internal control. 

A deficiency in internal control exists when the design or operation of a control does not allow management 
or employees, in the normal course of performing their assigned functions, to prevent, or detect and correct, 
misstatements on a timely basis. A material weakness is a deficiency, or a combination of deficiencies, in 
internal control, such that there is a reasonable possibility that a material misstatement of the entity’s 
financial statements will not be prevented, or detected and corrected, on a timely basis. A significant 
deficiency is a deficiency, or a combination of deficiencies, in internal control that is less severe than a 
material weakness, yet important enough to merit attention by those charged with governance.  

Our consideration of internal control was for the limited purpose described in the first paragraph of this 
section and was not designed to identify all deficiencies in internal control that might be material weaknesses 
or significant deficiencies. Given these limitations, during our audit we did not identify any deficiencies in 
internal control that we consider to be material weaknesses. However, material weaknesses may exist that 
have not been identified. 
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Compliance and Other Matters  

As part of obtaining reasonable assurance about whether The Herff Trust’s financial statements are free 
from material misstatement, we performed tests of its compliance with certain provisions of laws, regulations, 
contracts, and grant agreements, noncompliance with which could have a direct and material effect on the 
financial statements. However, providing an opinion on compliance with those provisions was not an 
objective of our audit, and accordingly, we do not express such an opinion.  The results of our tests disclosed 
no instances of noncompliance or other matters that are required to be reported under Government Auditing 
Standards. 

Purpose of this Report  

The purpose of this report is solely to describe the scope of our testing of internal control and compliance 
and the results of that testing, and not to provide an opinion on the effectiveness of the entity’s internal 
control or on compliance. This report is an integral part of an audit performed in accordance with 
Government Auditing Standards in considering the entity’s internal control and compliance. Accordingly, this 
communication is not suitable for any other purpose.  

FOUTS & MORGAN 
Certified Public Accountants 

Memphis, Tennessee 
September 30, 2021 
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Our audit disclosed no findings that are required to be reported herein under Government Auditing 
Standards. 
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There were no prior year findings reported. 
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8. Risk Assessment Process Update
Report
Presented by Raajkumar Kurapati



 

The University of Memphis Board of Trustees 

Report  

For Information  

 
 

 
 
Date:  December 8, 2021 
 
Committee:  Audit Committee  
 
Presentation:  Risk Assessment Process Update 
 
Presented by: Raaj Kurapati, Executive Vice President and Chief Financial Officer 
 
Background:   
 
The 2021 Risk Assessment Process includes information and actions for Process Owners and Process  
Leaders to meet annual requirements from the State of Tennessee Comptroller Office under the  
Financial Integrity Act of 1983 (TCA 9-18-101) for establishing, maintaining, and assessing internal control  
effectiveness related to risk.  
 
The 2021 Risk Assessment Process will focus not only on identification, analysis, and evaluation of proper  
risk responses, but will also incorporate a GAP Analysis to determine the effectiveness or ineffectiveness  
of the current model as well as potential areas for improving the ability to achieve strategic objectives  
and performance by addressing significant risks. 
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Presentation Title

Committee Name

Presenter’s Name
Presenter’s Title

June 5, 2019
University Center

Risk Assessment Process 
Update

Audit Committee

Raaj Kurapati
Executive Vice President and Chief Financial 
Officer

December 8, 2021
Lambuth Campus (Madison Academic Magnet 
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A Comprehensive Risk Control Process is:

1. Fundamental to sound University Governance & Management

2. Assures a strategic approach to achieving compliance with applicable laws, regulations 
and policies

3. Essential to Strategic Management and Achievement of University Objectives

4. Increases Institutional Efficiency and Effectiveness
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State of TN Requirements

• Compliance with Financial Integrity Act of 1983
• Implement ERM practices

• Establish, maintain, and assess internal control effectiveness focused on ERM

• Documentation to prove compliance with:
• State Regulations, specifically  TCA 9-18-102

• COSO 2013 and Green Book – Standards for Internal Control in the Federal 
Government

• Annual TN Financial Integrity Act report for management’s 
responsibility and informed judgement about effectiveness of internal 
controls December 2021 Audit Committee Meeting 8. Risk Assessment Process Update Page 73 of 97



Current Risk Assessment Platform

• Based on the Crawford Model employed by the Tennessee Board of 
Regents

• Outputs
• Risk Footprint

• Control Footprint

Limitations of current platform (we will discuss further our plans to address 
such):

• A heavily manual process

• Limits our ability to actively monitor the Control Footprint & related reporting

• Static Documentation and requires extensive effort to updateDecember 2021 Audit Committee Meeting 8. Risk Assessment Process Update Page 74 of 97



Risk Assessment – An Integral Part of ERM
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Assessment Expectations - 2021
• ERM incorporated into Strategic Planning should yield more active controls                    

and reduction of potential risk for the University

• 2021 Risk Assessment Process will include meetings with Process Owners and Process 
Leaders to discuss and evaluate our current model.  This will include a survey to 
determine if we effectively identify, assess, manage, and report risks  

• Additionally, the 2021 process will explore potential methods to provide more effective 
action plans and matching controls.  A key concern is whether our current internal 
controls (Risk Footprint) are appropriately structured to manage risks and increase the 
likelihood that University goals & objectives are obtained

• The overall goal is to perform a GAP Analysis to determine relative strengths and 
weaknesses of our endeavors to manage risk.December 2021 Audit Committee Meeting 8. Risk Assessment Process Update Page 76 of 97



Key Assessment Questions

• Are we Nimble and Flexible as a University to Address Risk on the Fly?
• What are the Lessons Learned from Covid 19 and the 2020 Risk Assessment?
• What is our Risk Appetite? “The broad-based combined amount of risk the University is 

willing to accept in pursuit of our mission, vision, business objectives, and strategic goals.
• What is our Risk Attitude?  “Risk Attitude is a disposition toward uncertainty, that is adopted 

explicitly or implicitly by individuals and groups, usually driven by perception, and evidenced 
by observable behavior.”  Example: Approaches to Coronavirus 

• What are the “Pain Points” or Areas of Greatest Concern for the University? (Vulnerabilities, 
Threats, etc.)

• Are We Accurately and Adequately Capturing Risks on an Enterprise Basis?
• Have We Adequately Trained or Communicated Risk Assessment Strategies to Departments?
• What Does our Risk Response (Action Framework) Reflect?  What Changes Should be 

Incorporated?
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Desired Outcomes
Evaluate our Current Enterprise Risk Management Efforts                       
to Measure the Effectiveness of the Risk Assessment                               
Process.  As Part of Internal or External Reviews, We                           
Want to Ensure:

• Organizational Objectives Support and Align with the University’s Mission 

• Significant Risks are Identified and Assessed

• Appropriate Risk Responses are Selected that Align Risks with the University’ Risk 
Appetite

• Relevant and Timely risk information is Captured and Communicated Across the 
University, Enabling Staff, Management, and the Board to Carry Out Their 
Responsibilities.
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Enhancing the Risk Assessment Process
Pursue a GRC platform that leverages technology for the University to achieve 
mission critical governance, risk, and compliance processes by enhancing controls 
and increasing flexibility to better address and reduce risk. 

• Create a dynamic iterative process risk management

• Automate assessments to business owners

• Modify processes to become a “living document”

• Analyze and remediate issues with intelligent reporting

• Add a layer of accountability via automated follow-ups

• Provide for customization to meet our environment
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Oct 7 Notification for Risk Assessment Process Owners sent to Process Owners
Oct 7-14 Verify or select Process Leaders and finalize subprocess team members
Oct 19 President’s Council presentation with an overview and timeline of the Risk Assessment Process 
Oct 20-29 Process Leaders to meet with team members and give them an overview and timeline for 

completion of the Risk Assessment Process. 
Nov 1-22 Schedule meetings with Process Leads & Subprocess Team Members regarding Risk Attitude,  

Risk Appetite and Risk Assessment methods to identify gaps, needs, and improvements.  
At the process level risk assessment meetings with subprocess team members, the Risk 
Footprint will be updated and prioritized based on impact and probability. 

Dec 8 Risk Assessment Update BOT
Dec 14 Risk Management to receive updated Process Control Footprints from Process Leads
Dec 17 First Draft of Updated Enterprise Risk Footprint
Dec 20 Financial Integrity Letter forwarded to the Executive Vice-President of Business & Finance and 

CFO to review with the President and submission to the State Treasurer 
Dec 21 Updated Process Level Control Footprints
Mar 2022 BOT Presentation on Results of Risk Assessment   

Risk Assessment Process - 2021 Timeline
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9. Compliance and Complaint Triage
Team Update
Presentation
Presented by Ceecy Reed



 

The University of Memphis Board of Trustees 

Presentation 

For Information 

 
 

 
 
Date:  December 8, 2021 
 
Committee:  Audit Committee 
 
Presentation:  Compliance and Compliant Triage Team Update 
 
Presented by: Ceecy J. Reed, Interim Director for Office of Institutional Equity   
 
 
Background:  
 
This will be a brief update on the Office for Institutional Equity's web page, Compliance Assessments, and the 
Compliance Triage Team activity. 
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Presentation Title

Committee Name

Presenter’s Name
Presenter’s Title

June 5, 2019
University Center

Compliance and Complaint 
Triage Team Update 

Audit Committee 

Ceecy J. Reed
Interim Director for Office for Institutional 
Equity

December 8, 2021
Lambuth Campus (Madison Academic Magnet 
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• First Compliance Assessment Initiated

• Compliance Assessments scheduled through AY 2021-2022

• Compliance Council Fall Meeting

• Complaint Triage Team (CTT) currently has two (2) open investigations

• Compliance web page is live
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10. Information Security Update
Presentation
Presented by Robert Jackson



 

The University of Memphis Board of Trustees 

Presentation 

For Information 

 
 

 
 
Date:  December 8, 2021 
 
Committee:  Audit Committee 
 
Presentation:  Information Security Program Update 
 
Presented by: Dr. Robert Jackson, Chief Information Officer  
 
 
Background: 
 
This presentation is an overview of ITS security measures, statistics, and projects, shared with Audit 
Committee regularly. 
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Presentation Title

Committee Name

Presenter’s Name
Presenter’s Title

June 5, 2019
University Center

Information Security 
Program Update

Audit Committee

Robert Jackson, EdD
Chief Information Officer

December 8, 2021
Lambuth Campus (Madison Academic Magnet 
High School)
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Why IT security is important

▪ Personal information (students, parents, 

employees, alumni; tax records, health records)

▪ Research data (intellectual property, non-

disclosure agreements, data use agreements)

▪ Statutory requirements (FERPA, GLBA, HIPAA, 

TN Data Breach Notification Law)

Financial
Risk

Reputational
Risk
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New Risk

Higher Cost

Higher Maturity

Defining Appropriate IT Security Risk

There is no such thing as "perfect protection"

Low research activity, 
infrequent external 

partnerships

Growing emphasis on 
heterogeneous goals and 

external interests

Significant sponsored 
research involvement, 

more of a target

Traditional Risk

Lower Cost

Lower Maturity

IT Security Risk Model

As the University grows its research ventures and 
external partnerships, we must continually  

reassess how much risk is appropriate.

Our goal is to build a sustainable information security 
program that promotes the ambitions of the university while 

protecting its operations and resources.December 2021 Audit Committee Meeting 10. Information Security Update Page 89 of 97



Defense in Depth at UofM

Policy

Physical / Perimeter

Network

Hardware

Software

People

DATA

Policy
• Multi-factor authentication and passwords
• Purchasing controls
• Audit and access controls

Physical / Perimeter
• Locks, security cameras, and alarms
• Redundancy
• Segmentation (e.g., Internet of Things)

Network
• Firewalls and VPN
• Network access control, blocking malicious activity
• Compartmentalization
• Encryption

Hardware
• Regular updates to equipment
• Encryption

Software
• Regular updates and patches
• Encryption

People
• Training and data loss prevention
• Access controls
• Multi-factor authentication
• Monitor for anomalies

Data
• Encryption
• Access controls
• Least privileged access
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Current Status

▪ Enhanced enterprise database encryption standards

▪ Executed research compliance initiative
▪ Collaborate with Office of Sponsored Programs
▪ Contract review
▪ Developed system security plan template
▪ Training outreach

▪ Deployed new IT security awareness training portal that supports internal phishing training

▪ Communicating additional endpoint security controls for academics (network access controls, 
encryption, administrative privileges, etc.)

▪ Expanded capabilities to detect endpoint vulnerabilities

▪ Managed endpoint detection and response (EDR) services are providing increased protections
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Suspicious Email Account Deactivations
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Suspicious Email Account Deactivations, FY2020 to present

Feb 2020: disabled 
insecure email protocols

Mar 2020: 
URL rewrites

May 2020: enabled 
Office 365 SSO

Duo student opt-in 
campaign (Sep-Dec)

Feb 2021:
Enforce Duo MFA 

requirements
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IT Security Engagements

4

6

5

2

2021 Q2 2021 Q3 2021 Q4 2022 Q1

IT Security Engagements
Last 4 Quarters

December 2021 Audit Committee Meeting 10. Information Security Update Page 93 of 97



Next Steps

▪ Cyber liability insurance revisions
▪ Increased deductibles
▪ Expanded multi-factor authentication (which UofM began deploying in 2017)
▪ Expanded endpoint detection and response requirements
▪ Expanded backup, disaster recovery, and incident response requirements

▪ Enhance suspicious account activity monitoring and procedures for mitigating newly identified 
endpoint vulnerabilities

▪ Disaster recovery enhancements to improve security and resiliency

▪ Prepare for future CMMC certification efforts to support federal research grants (builds on 
NIST SP 800-171 efforts to date)

▪ Identify ITS resource needs for FY2023 SRI budget planning
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Thank you.
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11. Additional Business
Presented by Susan Springfield





12. Adjournment
Presented by Susan Springfield
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